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Bail Out?

There was a very interesting occurrence when President Barrak Obama signed into law the stimulus package earlier this year.  The HIPPA Laws got just a little tighter.  

Some of the larger changes are additional provisions and requirements of Business Associates.  Business Associates such as third party billing companies, auditors, consultants, and accounting now have the security and privacy rule provisions apply to them.  So now all of these entities have a responsibility to protect your electronic protected healthcare information (PHI) and your electronic protected healthcare information (ePHI) just as you do.  MBI Solutions, Inc. has always followed these provisions to protect PHI for our client’s accounts, so not much will change here for us.  Now if you have any out side agencies providing consulting or accounting services, those companies will be required to protect your PHI.

Now any unauthorized disclosure, acquisition, or use of PHI must be reported to the individual or individuals affected in writing within a 60 day window after the breach is discovered.   If over 500 individuals are affected then the Department of Health and Human Services must be notified.
A patient may request information not to be disclosed.  Under old laws, any PHI could be disclosed for treatment, operations, and payment.  Under new laws, information that is requested by the patient not to be disclosed, may not be disclosed for operations or payment reasons, but may still be disclosed for treatment purposes.  

Increased penalties, audits, and investigation requirements are also in the new laws.  Probably most importantly, in addition to the covered entity itself, employees or other individuals are subject to criminal penalties for willful neglect of the Privacy and Security Rules.  Also the Secretary of HHS is going to be required to perform periodic audits to ensure compliance in Privacy and Security Rules.  The laws also create statutory damages for violations.  The damages are $100 per violation in a calendar year not exceeding $25,000.
