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Buy Now, Pay Later

A simple concept; buy services, place them on credit, and pay the bill later.  If you provide medical transportation services and bill; that is how the bill get paid, basically on credit extended to the patient.  Along with this credit come rules.  Now of course we have all the Medicare, Medicaid, and Commercial carrier rules to abide by, but now a new entity has come on the scene.   The Federal Trade Commission and other regulatory agencies had formerly created rules collectively know as the "Red Flag Rules", for creditors to implement an Identify Theft Prevention Program.  
The final implementation date for your Identity Theft Prevention Program is May 1, 2009.  We have been sending notices out via email newsletter.  If you have not yet started to create your program there is still time!

The name “Red Flag” is derived from the red flag that should alert a creditor that something just is not right and someone may be trying to access their “system” of credit to gain information to use in Identity Theft.

An Identity Theft Prevention Program must have four components:

· Policies and Procedures to identify Red Flags
· Red Flag detection

· Appropriate Actions when a Red Flag is detected.

· Program Re-evaluation

Policy and Procedures
Once you get to the nuts and bolts of the rules you will notice one thing, “wow, this sounds strangely familiar.”  A lot of what the Red Flag Rules covers in Identity Theft, HIPPA covers as well.  The Red Flag Rules do allow you the option of utilizing current policies and procedures to be used in lieu of developing separate policies and procedures.  

Draft an Identity Theft Prevention Program policy and procedure that relies on your current HIPPA policy and procedures. If you have a governing board, take the policy and have it adopted by them.  If you do not have a governing board, take the draft of your policy to the individual(s) who approves all policies and procedures such as the Chief, Public Safety Director, City Manager, Mayor, Council, Trustees, etc.  Make sure though that the policy out lines exactly who the responsible party is for you department such as the HIPPA Privacy Officer or Chief, EMS Officer, etc.
Identify any suspicious patterns or practices, or specific activities that indicate the possibility of identity theft such as suspicious individuals requesting your patient care reports or requesting entry into your department or the use of fake ids to request copies of patient care reports.  This is similar in approach ad the HIPPA Risk Assessment.
Red Flag Detection

Training should be done for every member of the department on an ongoing basis.  If you have identified a Red Flag, that Red Flag the policies you have established should detect it.  

Appropriate Actions
Once a Red Flag is detected,   you must act appropriately.  Lower level personnel must report a Red Flag to the appropriate officer.  You may need to notify the patient or even law enforcement.  Passwords may need to be changed for computers and software.  Locks may need to be changed on doors.
Program Re-evaluation and Update
On at least an annual basis, there should be a re-evaluation of your policy and procedures.  Look over the current policies and procedures and see if there need to be any modifications.  Also the responsible person should give an update to the policy maker, remember the Chief or Board.  What Red Flags have been detected?  What actions were taken?  What were the results of those actions?  
For More Reading

For more information the FTC has created a short synoptic brochure that you can view by going to our website to view at http://web.mbi-solutions.com/fireandems/newsletter.asp.  Also for those of you who are familiar with Page, Wolfberg, and Wirth, LLC (PWW) go to their web site at www.pwwemslaw.com to view articles and resources on Red flag Rules as well as other topics.  [image: image2.png]



